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Abstract 
 

Personal data has potential uses within a range of public health management, illness monitoring              

and policy development contexts. Members of the public may be willing to share their information               

based on its perceived utility for health administration or protection. However, the perception of              

stigma, risk/threat and the level of identifiability from data may alter this. Participants were shown a                

range of different scenarios that varied in terms of whether they presented a high or low risk/threat                 

scenario, a high or low stigma scenario, and asked participants to consider sharing one of three                

different types of data(anonymous vs. linked-identifiable vs identifiable). All participants responded           

to all different scenario combinations. 137 individuals participated in the survey, but only 57 (43.2%)               

fully completed the survey. It was found that data type has a key and consistent effect on                 

perceptions of data sharing: individuals are happier to share their data to the extent that it is                 

anonymised rather than identifiable. Risk/threat and stigma also exert an influence on perceptions             

of/ attitudes towards data sharing, however these findings were inconsistent.  
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Executive Summary 
  

Work Package​: Work Package 2: Governance, Consent, and Privacy  

Work Package leader: SET 

Task: T 2.3 – Implement New Model 

Task leader: SET 

  
 

Personal data has potential uses within a range of public health management, illness             
monitoring and policy development. Members of the public may be willing to share             
their information based on the utility of their personal data, for purposes of health              
administration or protection; for example, as an operational resource in the aftermath            
of a major incident. However, the perception of stigma, risk/threat and the level of              
identifiability from data may alter this. 
 
This study involved examining participants reactions to a variety of different           
scenarios that varied in terms of the risk/threat presented (either high risk/threat or             
low risk/threat), the stigma presented (either high stigma or low stigma) and the type              
of data that participants were asked questions about (either anonymous data, linked            
identifiable data, or identifiable data). For example, one scenario involved          
participants considering a situation where they had witnessed a terrorist attack (high            
threat), and had subsequently been drinking a lot (alcoholism - high stigma), and             
asked participants to consider whether they would be willing to share identifiable            
data. All participants received all combinations of these types of scenario (all types             
of risk/threat, all types of stigma, all types of data) and responded to questions about               
each. In statistical terms, this is a three factor design (risk/threat, stigma, and data              
type) with two levels for risk/threat (​high vs low​), 2 levels for stigma(​high vs low​), and                
3 levels for data type (​anonymous vs. linked-identifiable vs identifiable​); in other            
words a 2x2x3 within-subjects design. 
 
137 individuals participated in an online survey, but only 57 (43.2%) fully completed             
the questionnaire. All participants were shown four vignettes reflecting high vs low            
stigma (alcoholism vs. physical injury) and high vs low threat/risk (terrorist incident            
vs routine health problem). Participants were subsequently asked a series of           
questions regarding their perceptions of, and attitudes towards, the sharing of three            
different kinds of data (anonymous, linked-identifiable, and identifiable). 
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Considered together, the results suggest that individuals are happier to share their            
data when it was associated with increased privacy. In other words, perceptions            
towards data sharing were more positive to the extent that the data was anonymous,              
rather than linked-identifiable (described as data which is ostensibly anonymous but           
may be linked to other pools of information, thus removing anonymity), or identifiable             
data. 
 
The effects of stigma and risk/threat on these outcomes were less consistent.            
Risk/threat had a main effect on outcomes, wherein high risk inferred greater            
urgency of sharing data, potentially guided by the notion of being ‘for the greater              
good’ (Dogan, 2015; Rubin et al., 2018). Individuals were less happy to share             
information under conditions of high stigma, particularly where it was  

a) without consent or  
b) with organisations that are not typical healthcare organisations, such as           

other non-healthcare government and private healthcare providers.  
 

Lastly, preliminary additional analysis reveals that there are additional differences in           
perceptions dependent upon the data recipient (i.e., healthcare provider vs. private           
company), which should be scrutinised further in future research. 
 
 
 
 
 
 
  

 
Page 6 of 49 



 
Report on Public Perceptions of Personal Identifiable Data 

D 2.4 
Version 2.2 

 
 

Grant Agreement No: 727721 
 

Table of Contents 
 
 
1 Introduction 8 

1.1 Data sharing and perceptions of privacy 8 
1.3 Risk/threat perception 11 
1.4 Social stigma 12 

2. Rationale 13 

3. Hypotheses 13 

4. Method 14 
4.1 Participants & Design 14 
4.2 Materials & Procedure 15 

5. Results 17 
5.1 Data Reduction 17 
5.2 Primary Analyses 18 
5.3 Secondary Analyses 25 

6. Discussion 26 
6.1 Data type 27 
6.2 The perception of risk/threat 27 
6.3 The perception of stigma 28 
6.4 Highlighting the importance of context and data-recipient 29 

7. Limitations and future recommendations 30 

8. Conclusion 31 

9. References 32 

10. Appendices 39 
10.1 Appendix 1 39 
10.2 Appendix 2 45 
10.3 Appendix 3 46 

 
 
  

 
Page 7 of 49 



 
Report on Public Perceptions of Personal Identifiable Data 

D 2.4 
Version 2.2 

 
 

Grant Agreement No: 727721 
 

1 Introduction 

Personal data has many potential uses within public health management, illness           
monitoring and policy development (McGrath, 2004; Taylor, 2010; Jones & Gagneja,           
2016). Since data-linking enables the collation of large sets of personal information,            
these platforms could be used for online, epidemiological data management or           
during mass emergencies (Kostkova, 2018; Rubin et al., 2018). However,          
data-linking in such a way increases the chances of being identified, which is a main               
worry for members of the public (Medical Research Council [MRC], 2007; Dogan,            
2015). 
 
In addition to worries about identification, individuals are influenced by the perception            
of stigma and risk/threat in their acceptability of data-sharing. For example, the social             
stigma associated with certain health data, like mental illness, may influence           
individuals to be less willing to share this type of information, especially when             
compared to data concerning physical ailment (Schomerus et al., 2010). However,           
events that are high in risk produce distinct emotional and behavioural responses            
which may counteract this unwillingness (Gigerenzer, 2006). 
 
With few exceptions, however, these constructs have not been extensively explored           
in the context of public responses to the sharing of personal data. Whiddett and              
colleagues (2006) identify that there is a lack of research from the patients’             
perspective. This study attempts to fill this gap. Whilst there is a relative dearth in               
research in this area, it is important to consider the relevant streams of literature              
which do consider the impact of context, data type, stigma and perceived risk/threat             
on behavioural outcomes and perceptions of data sharing. 
  

1.1 Data sharing and perceptions of privacy 

Public health management has become increasingly dependent upon effective data          
use, whereby mobile access to the internet is promoting nuanced delivery of            
healthcare and well-being interventions (Whiddett, Hunter, Engelbrecht, & Handy,         
2006; Thackers, Qualter, & Lee, 2012; Kostkova, 2015). Accordingly, the ‘information           
age’ has enabled the collation of large and complex datasets that integrate data from              
traditional forms of health monitoring, as well as other indirect determinants of            
health, such as environmental factors and social behaviour (AbouZahr, Adjel, &           
Kanchanachitra, 2007; van Panhuis et al., 2014). 
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Linking all forms of personal information allows for the compilation of structured and             
valuable data-sets, with utility for epidemiological management and surveillance         
(Chew & Eysenbach, 2010; Poikola, Kuikkaniemi, & Honko, 2014; Kostkova, 2018).           
However, linking disparate, ostensibly anonymous datasets (henceforth referred to         
as ​linked-identifiable data) makes individuals potentially identifiable and this concept          
of ‘data-linking’ may contribute to the concerns of the public. 
 
Pseudonymisation aims to protect personal information in a way that it can no longer              
be directly linked to a particular individual (Ewerl​öf, 2018); th​is process involves the             
removal of identifying information, like name or date of birth, such that individuals             
may be more willing to share this type of information (than when fully identifiable),              
given that their identity is still covered. However, when this action is breached it              
evokes concerns about a progression towards Orwellian surveillance and increases          
identifiability, both being an invasion of privacy which may limit an individual’s wish to              
share data (McGrath, 2004; Taylor, 2010; Wellcome Trust, 2015; Jones & Gagneja,            
2016). 
 
In particular, issues have been highlighted regarding the sharing of directly           
identifiable, health-related information, whereby it represents the breakdown of         
confidentiality which underpins the clinician-patient relationship. More elaborate or         
sophisticated use of personal information could erode personal privacy and          
individuals may lose autonomy over how and under what circumstances their data is             
used (Whiddett et al., 2006; AbouZahr et al., 2007; Boerma & Stansfield, 2007;             
Murray, 2007; Chan et al., 2010; Taylor, 2010; van Panhuis et al., 2014). 
 
This issue has come under further intense scrutiny since the Cambridge Analytica            
scandal; a click-bait [1] quiz, which enabled Cambridge University to gain access to             
the personal data of more than 50 million Facebook profiles (Granville, 2018;            
Landau, 2018). This information was subsequently used to influence the results of            
the 2016 Presidential Election and EU referendum (Granville, 2018; Landau, 2018).           
Following this, another two data-breaches via social media platforms were reported,           
where over 50 million users had their data accessed and sold (Wong, 2018;             
Zakharov, 2018)​.  
 
 
 

 
[1] ​Clickbait is defined as internet content, the main purpose of which is to attract attention and                 
encourage visitors to click on a link to a particular web page (Clickbait, 2019). 
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As such, governance and regulation frameworks for data privacy and data use are             
perceived to be “lagging behind” the potential for health technology and effective            
data use (van Panhuis et al., 2014; Kostkova, 2018, p.1). Prompted by this, the              
strengthened General Data Protection Regulation (GDPR) was created to replace          
the outdated regulations of the Data Protection Act (1998) and included guidelines            
for pseudonymisation of personal information (Varotto, 2015; Astrup, 2018; Ewerl​öf,          
2018​). 
 
Public apprehension towards data-sharing (either directly identifiable or potentially         
identifiable via data linkage) is therefore not unfounded and contributes to a sense of              
general ‘distrust’ in how data is feasibly used (van Panhuis et al., 2014). In addition,               
whilst allowing one’s data to be included in aggregate datasets is deemed as             
‘valuable’, there are public concerns about data-breaches, accidentally making         
personal identifiable data (PID) public, and how it would then be used (Kaufman,             
Murphy-Bollinger, Scott, & Hudson, 2009; Rubin et al., 2018). Protecting personal           
information and ensuring anonymity are therefore paramount for ensuring public          
confidence in data sharing (Barrett et al., 2006). 
 
 
To explore the impact of data type on attitudes and perceptions around data sharing,              
the present study asks participants a range of questions related to the sharing of              
different types of data (anonymous, linked-identifiable, and identifiable) across a          
range of different health and security related contexts. In doing this, we hope to              
elucidate the general public’s perceptions of sharing these forms of data in the             
context of a ‘post-Cambridge Analytica’ and ‘GDPR era’. 

 
The acceptability of sharing personal data is believed to be fundamentally influenced            
by who the recipient is. Over 50% of respondents to a survey investigating patients’              
attitudes towards sharing health information, were not willing to share their personal            
data with private health insurers or government agencies; ​on the other hand, there             
was a greater perceived acceptability of sharing data with health professionals           
(Barrett, Cassell, Peacock, & Coleman, 2006; Whiddett et al., 2006). Indeed,           
although the public are ‘somewhat’ or ‘very concerned’ about the privacy of their             
medical information (Kaufman et al., 2009), in the context of wellbeing following a             
major incident, participants expected their General Practitioner (GP) to be notified           
and linked to their personal medical records (Dogan, 2015). 

 
This may be related to the notion that, individuals are more willing to share PID when                
it is for a wider public health benefit or related to relevant public health issues, such                
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as an invitation to a cancer screening. For example, Barrett and colleagues found             
that participants did not consider knowledge of name or address, within the National             
Cancer Registry, to be an ‘invasion of privacy’ (Barrett et al., 2006). The perceived              
public benefit of data-sharing under these circumstances may therefore increase          
public acceptability (Kaufman et al., 2009; Rubin et al., 2018). Thus, individuals may             
wish for more sensitive information to remain private but would be most willing to              
share this type of data with a doctor or practice nurse, with emergency personnel              
second to these (Whiddett et al., 2006; Rubin et al., 2018). 

 
In addition, members of the public may be more willing to share their personal data if                
it were to be more closely linked to wider health-related administration, for example             
booking appointments or ordering prescriptions (Keahey, 2018). Accordingly, the         
acceptability of data sharing may be wholly dependent on context; since           
‘data-sharing context’ and the relationship between this and data type (i.e.,           
identifiable or anonymised) has not been empirically tested (Ipsos, 2014; Rubin et            
al., 2018), the present study will provide valuable insights into the acceptability of             
data-sharing. 

  

1.3 Risk/threat perception 

After the 7/7 London bombings, the cautious approach to sharing personal           
information of victims hampered survivors’ access to support services and networks,           
leading to a recommendation to share PID (HM Government, 2007). Rubin and            
colleagues (2018) suggest that the use of PID datasets, as well as open and rapid               
data sharing, may be efficacious in mass emergencies, especially for those           
individuals who may require further psychological or physical aid. Freely available           
data is a potentially important operational resource for emergency responders and           
victims alike, to both facilitate emergency response and to help reduce the impact of              
maladaptive behaviour (Rubin et al., 2018). 

 
As aforementioned, research has found that individuals may be more willing to share             
PID following a major incident (Dogan, 2015). This willingness may be informed by             
the individuals’ perception of risk or threat surrounding these types of events;            
although mass emergencies are low-probability, they can be high-damage and thus           
elicit distinct emotional and behavioural responses (Gigerenzer, 2006). Unfamiliarity         
associated with adverse incidents may be particularly anxiety-evoking, which infers a           
greater perception of risk or potential threat (Slovic, 1987; Siegrist et al., 2007;             
Brown, 2014). Their emotional significance influences behavioural outcomes, such         
as avoidance, to compensate for related anxiety (Gigerenzer, 2006). ​This could infer            
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an avoidance to share personal information after major incidents. Indeed, the           
perceptions of risk associated with a given event have previously been associated            
with willingness to share personal information; Rubin and colleagues (2018) found           
that significantly more individuals believed personal data should be shared following           
a radiation-related incident, including with a general practitioner, than following a           
mass-shooting incident. 

 
Considering this literature together suggests that novel threats that are high impact            
and low probability – like terror incidents – may therefore change an individual’s             
acceptability of data sharing. As such, individuals may be more reluctant to share             
data under normal circumstances, especially when compared to data sharing that           
may be related to a novel or dangerous event. Despite this possibility, to the best of                
the authors’ knowledge there is little literature (other than that cited herein)            
surrounding the public acceptability of data-sharing in public health emergencies and           
the consequent access to relevant and important data, amidst this type of scenario.             
The present study aims to investigate whether varying level of risk/threat within            
scenarios, will impact on the willingness to share data. 
  

1.4 Social stigma 

Social stigma represents another potential factor that might influence individuals’          
willingness to share their data. The notion of stigma is applied to a range of               
conditions, from social status to job-type to physical ailments, chronic illness or            
mental illness (Fife & Wright 2000; Phelan, Link, Stueve & Pescosolido, 2000; Link &              
Phelan, 2001; Logie & Gadalla, 2009; O’Donnell, Corrigan & Gallagher, 2015).           
“Labelling, stereotyping … and discrimination” maintain social stigma through the          
[mis]attribution of particular behaviours or expectations to certain social groups (Link           
& Phelan, 2001, p. 367; Corrigan, 2004). As such, certain health conditions bear             
particular social significance and are associated with specific labels or social           
identities (Link & Phelan, 2006; O’Donnell et al., 2015). For example, although            
alcohol dependency is classified as a mental illness, it is more commonly attached to              
the stereotypes of unpredictability and danger (Schomerus et al., 2010). 
 
When negative, social stigma becomes social prejudice and is accompanied by           
“profound ... effects on social behaviour” (Schomerus et al., 2010, p. 105). When this              
process of labelling is applied to health practices, it highlights why individuals may be              
reluctant to receive psychiatric diagnoses or engage in treatments (Klingemann,          
2001; Corrigan, 2004; Link & Phelan, 2006; Fear, Seddon, Jones, Greenberg &            
Wessely, 2012; Wallhed Finn, Bakshi & Andreasson, 2014). For example, if           
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individuals are associated with conditions they believe to be socially stigmatised           
(such as, mental health conditions) they may be less willing to share personal             
information altogether. As such, the connotations of certain diagnoses may influence           
public acceptability of sharing personal, illness-related data. 
 
 
2. Rationale  

Although personal data has been identified as potentially useful resource within           
healthcare and in the aftermath of disasters (McGrath, 2004; Taylor, 2010; Jones &             
Gagneja, 2016; Rubin et al., 2018), there is a relative dearth of information regarding              
the public acceptability of data-sharing for these purposes. The present study sought            
to address this lacuna by addressing how acceptable members of the public find the              
sharing of different types of data, with particular focus on exploring the impact of              
data type, stigma, and perceived risk/threat. Specifically, the present study is a            
vignette-based piece of research in which participants read four different health and            
security related scenarios (designed to elicit differing levels of stigma and perceived            
risk/threat in respondents) and discuss their perceptions of and attitudes towards           
sharing different types of data (anonymous, linked-identifiable, identifiable). The         
results are subsequently discussed in relation to the literature discussed herein.  
 
 
3. Hypotheses  

Based on the literature reviewed above, it is hypothesised that there will be a main               
effect of data-type on participants’ perceived acceptability of data sharing (Whiddett           
et al., 2006; Ewerl​öf, 2018​). Specifically, participants are expected to be more willing             
to share anonymous data than either linked-identifiable or identifiable data, and more            
willing to share linked-identifiable than identifiable. 

 
Main effects of stigma and risk/threat are also hypothesised, such that participants            
will be more positive about sharing data related to low-stigma scenarios and            
high-risk/threat scenarios, than data related to high stigma scenarios and low           
risk/threat scenarios. These hypotheses recognise the operational potential of         
personal data after major incidents, but the reluctance to share data that is highly              
stigmatised (Corrigan, 2004; Link & Phelan, 2006; Rubin et al., 2018). 
 
Furthermore, this hypothesised effect of stigma on acceptability of data sharing may            
also be attenuated by the perceived risk/threat associated with the given scenario            
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(an interaction effect). Specifically, given the previously discussed impact of          
high-risk/threat contexts (e.g., terrorist attacks) on people’s willingness to share data,           
it may be that the previously hypothesised main effect of stigma will only hold under               
conditions of low risk/threat. The difference in acceptability of sharing data related to             
stigmatised and non-stigmatised conditions would be attenuated under conditions of          
high risk/threat, where the data sharing is perceived as being for the ‘greater good’.              
Finally, given the relationship between social stigma and identification, the expected           
interaction between stigma and perceived risk/threat may only hold for anonymous           
data (a three-way interaction effect). 
 
4. Method  

4.1 Participants & Design 

Data collection took place between September 2018 and December 2018. In total,            
137 individuals participated in the survey, but only 57 (43.2%) completed the full             
questionnaire. Of these, 75.4% were female, 79% identified themselves as British or            
Irish, and had a mean age of between 25 and 34 years. 93% had degree-level               
qualifications (including Bachelors, Masters and Doctoral degree). One participant         
indicated that they did not have access to the internet, despite completing this online              
survey. Only the 57 participants who had fully completed the survey were included in              
the final data analysis, this enabled us to minimise any impact of individuals             
repeatedly completing the survey (as it was deemed unlikely that individuals would            
fully complete the survey multiple times, perhaps just starting again if they had             
gotten cut off part way through, for instance). Indeed, the demographic data for all 57               
included participants were visually scanned by two researchers, revealing no          
obvious duplicate respondents. Values of 6 – relating to ‘not applicable’ in survey             
responses – were re-coded as missing data and were thus excluded from analysis. 
 
This study involved examining participants reactions to a variety of different           
scenarios that varied in terms of the risk/threat presented (either high risk/threat or             
low risk/threat), the stigma presented (either high stigma or low stigma) and the type              
of data that participants were asked questions about (either anonymous data, linked            
identifiable data, or identifiable data). For example, one scenario involved          
participants considering a situation where they had witnessed a terrorist attack (high            
threat), and had subsequently been drinking a lot (alcoholism - high stigma), and             
asked participants to consider whether they would be willing to share identifiable            
data. All participants received four scenarios combining these different elements (all           
types of risk/threat, all types of stigma, all types of data) and responded to questions               
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about each (more detail is presented in the next section). These materials are             
discussed in the following subsection. 
 
Ethical approval for this study was granted by the Public Health England Research             
Ethics and Governance Group (reference number: R&D358) and was subsequently          
approved by the MIDAS Project Ethical and Privacy Advisory Group (request ID: 15).  

 

4.2 Materials & Procedure 

Participants were recruited using online invitations distributed by University and          
consortium partners, and via social media sites such as Twitter. Potential           
participants were provided with a link to the information sheet and consent form for              
participation. Following the provision of consent, all participants answered a series of            
demographic questions (age, gender, nationality, education, employment status,        
occupation, whether or not the individual considered themselves to have a disability,            
country of residence, and internet use).  

 
Following this, all participants were shown each of four vignettes, in a            
counterbalanced order based on a Latin square design, to reduce the impact of order              
effects (i.e., different participants read and responded to the scenarios in different            
orders). The vignettes were based on case studies developed by HM Government            
(2007), adapted to allow for the manipulation of stigma and risk/threat. The final four              
vignettes were drawn from a larger pool of potential scenarios that were pilot tested              
for both stigma and risk/threat conte​nt (see Appendix 1 for results of pilot testing). ​In               
each scenario, participants were asked to imagine that they: 

1. Have been witness to a terror attack, sustain no physical injuries but are             
referred to a specialist team because of the amount of alcohol they are             
drinking because of the trauma; 

2. Have been witness to a terror attack, during which they fall and sustain a              
fractured ankle; 

3. Are concerned about the amount of alcohol that they are drinking, and            
referred to a specialist team; 

4. Have fallen down the stairs and fractured their ankle. 
 

Dread risks/threats, that are low probability, high-consequence events, were         
represented within the present study by ‘witnessing a terrorist incident’ (scenarios 1            
and 2); low risk/threat were more routine conditions requiring a GP visit (scenarios 3              
and 4). Stigma was manipulated through the experience of physical (a broken bone;             
scenarios 2 and 4) versus mental illness (alcohol dependence; scenarios 1 and 3),             
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with the view that mental illnesses are more highly stigmatised than physical injuries             
(Schomerus et al., 2010). Table 1 presents a graphical representation of how the             
scenarios relate to the manipulated variables. See Appendix 2 for the final scenarios. 

  
Table 1. ​Details of each scenario in terms of level of stigma and risk/threat. 

    Risk/threat 

    High Low 

Stigma High 1 3 

Low 2 4 

  
  

Following each scenario, participants completed the same questionnaire items. Each          
participant therefore completed four versions of the same questionnaire, one after           
each scenario. 

 
Another outcome for consideration is the organisation with which information is being            
shared. This is based on the notion that public acceptability differs dependent on             
who the data-recipient is, varying from public to private companies (Barrett, Cassell,            
Peacock, & Coleman, 2006; Whiddett et al., 2006). For example, private companies            
may be viewed more negatively, compared to those which are ostensibly           
health-related, such as the NHS, Public Health England or personal general           
practitioners. 

 
Based on research conducted by Whiddett and colleagues (2006), different data           
recipients will be presented in this study. Participants will be asked about their             
willingness/ happiness for data to be shared with doctor, university, healthcare           
organisation (e.g. NHS), healthcare related government organisation (e.g. Public         
Health England [PHE]), a non-healthcare related government organisation, an         
independent charity (e.g. Cancer Research), or a private medical research company.           
The same questions were asked related to anonymous, linked-identifiable and          
potentially identifiable information (​see​ Table 2).  

  
Table 2​. Details of questionnaire items.  

How necessary do you think it is to share this information? 

How urgent would you consider the sharing of this information to be? 
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I would be happy for my data to be shared 

I would be happy for my data to be shared if my consent were requested from my 
doctor/other healthcare professional 

I would be happy for my data to be shared without my explicit consent 

I would be happy for my data to be shared with the following organisations... 

...My doctor 

...Academic researchers from a University 

...A state healthcare organisation, e.g. the NHS 

...A healthcare related government organisation, e.g. PHE 

...A non-healthcare related government organisation 

...An independent charity e.g. Cancer Research UK 

...A private medical research company 

  
5. Results  

5.1 Data Reduction  

Responses to completed questionnaires were subjected to Principal Component         
Analysis with Direct Oblimin Rotation in order to identify the underlying factors and             
reduce the number of items. Factors with eigenvalues > 1 were extracted, and items              
with loadings of less than .4 were excluded from the factor. 

 
Consistent with existing literature (see Whiddett et al., 2006), factor analysis           
identified that participant’s responses may be split according to the organisations to            
which they refer. For example, there may be systematic differences in participants’            
willingness/happiness to share data depending on whether they are specifically          
health-related or private companies. However, this finding was not consistent          
throughout the results, for all measures. For this reason, it was decided that factor              
loading was not appropriate, and each item was tested separately. Factor loading            
tables can be seen in Appendix 3. The possible impact of recipient organisation on              
data sharing is further discussed in the Discussion section. 
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5.2 Primary Analyses  

Analysis was conducted using a repeated measures analysis of variance (ANOVA)           
to allow an examination of the effects of stigma (high or low), risk/threat (high or low)                
and data type (anonymous, linked-identifiable or identifiable), as well as interactions           
between these variables. Within this analysis there were three factors (stigma,           
risk/threat, and data-type), with two levels of stigma (high vs low), two levels of              
risk/threat (high vs low) and three levels of data type (anonymous vs.            
linked-identifiable, vs identifiable). The repeated measures analyses also considered         
the interaction between these factors. All simple effects analyses (i.e., further           
analysis of interaction effects and main effects) were conducted using Bonferroni           
corrections. All data were analysed using IBM SPSS version 25.  

 
As per the structure of the survey, all items coded lower denote greater willingness              
to share or acceptability of data-sharing. For example, as on a 5-point Likert scale, 1               
is equal to very accepting of data-sharing where 5 equals not at all accepting of data                
sharing. As per convention, interaction and main effect analyses that do not meet             
significance (i.e., p≥.05) are not discussed further within this manuscript.  
 
Necessary. ​There was a marginally significant effect of stigma on the perception of             
data sharing as necessary, F(1, 56) = 3.49, p=0.067.  

 
There was a significant main effect of data type on necessity of data sharing, F(1.24,               
69.64) = 72.08, p<0.001: Participants saw data sharing as more necessary if the             
data was anonymised (M=1.98) rather than linked-identifiable (M=2.29, p < .001) or            
identifiable (M = 3.23, p < .001), and if the data was linked-identifiable rather than               
potentially identifiable (p < .001).  
There was a marginally significant interaction effect between risk/threat and data           
type F(1.81, 101.32) = 3.05, p=0.057. 

 
There was a significant interaction effect between stigma and data type F(2, 112) =              
4.28, p=0.016. As reported in the main effects analyses, individuals perceive data            
sharing as more necessary under conditions of high stigma relative to low stigma,             
however this effect only holds when the data is anonymous (p = .006) and not when                
the data is linked-identifiable (p = .307) or identifiable (p = .393). See Figure 1. 
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Figure 1. ​Interaction between stigma and data type on perceived necessity of data             
sharing 
 
There was no main effect of risk/threat and no interactions between risk/threat and             
stigma or between risk/threat, stigma, and data type, all Fs < 1.456, ps > .233.  
 
Urgency. ​There was a significant main effect of stigma on the perceived urgency of              
data sharing F(1, 56) = 15.91, p > .001. Participants perceived data sharing to be               
more urgent following the high stigma scenarios (M=2.98) compared to the low            
stigma scenarios (M=3.26, p < .001).  

 
There was a significant main effect of risk/threat on the perceived urgency of data              
sharing, F(1, 56) = 8.95, p = 0.004: participants perceived data sharing as more              
urgent within the high risk/threat scenarios (M=2.98) rather than low risk/threat           
scenarios (M=3.26, p = .004). 

 
There was a significant main effect of data type on the perceived urgency of data               
sharing, F(1.31, 73.41) = 36.39, p < .001. Participants perceived data sharing as             
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more urgent when it was anonymised (M = 2.83) rather than linked-identifiable (M =              
2.96, p = 0.03) or identifiable (M = 3.58, p < .001); and linked-identifiable rather than                
identifiable (p < .001).  

 
There were no interaction effects between risk/threat, stigma and data type: Fs <             
2.11, ps > .152. 
 
‘I would be happy for my data to be shared’. There was a significant effect of                
risk/threat on participants’ happiness to share data: F(1, 56) = 5.83, p = 0.019.              
Participants were happier to share data under high risk/threat circumstances (M =            
2.92) compared to low risk/threat (M = 2.45).  

 
There was a significant effect of data type on the happiness of participants for              
sharing their personal data: F(1.44, 80.79) = 83.69, p < .001. Participants were             
happier to share when data was anonymised (M = 1.81) rather than            
linked-identifiable (M = 2.18, p < .001) or identifiable (p < .001), and             
linked-identifiable rather than identifiable (M = 3.12, p < .001).  

 
There was no main effect of stigma and no interaction effects, all Fs < .119 and ps <                  
.250.  
 
‘I would be happy for my data to be shared if my consent were requested from                
my doctor/other healthcare professional.’ There was a significant effect of data           
type on the happiness of sharing data, when consent was requested from healthcare             
professionals: F(1.32, 74.16) = 35.56, p < .001. Participants were happier to share             
their personal data when it was anonymised (M = 1.60) rather than linked-identifiable             
(M = 1.82, p = 0.001) or identifiable (p < .001), and linked-identifiable rather than               
identifiable (M = 2.42, p < .001).  
 
There was a marginal significant effect of risk/threat on participants’ happiness of            
sharing data, when consent was requested from healthcare professionals: F(1, 56) =            
3.34, p = 0.073.  
There was no main effect of stigma and no interaction effects, all Fs < .138 and ps <                  
.237.  
 
‘I would be happy for my data to be shared without my explicit consent.’ There               
was a significant effect of stigma on participants’ happiness to share data without             
explicit consent: F(1, 56) = 5.73, p = 0.020. Under conditions of low stigma,              
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participants were happier to share their data (M = 3.16) compared to high stigma (M               
= 3.37).  
 
There was a significant effect of data type on the sharing of data without explicit               
consent: F(1.32, 74.16) = 35.56, p < .001. Participants were happier if the data was               
anonymised (M = 1.60) rather than linked-identifiable (M = 1.82, p = 0.001) or              
identifiable (p < .001) and linked-identifiable rather than identifiable (M = 2.42, p <              
.001).  
 
There was no main effect of risk/threat and no interaction effects, all Fs < 0.11 and                
ps < .403.  
 
‘I would be happy for my data to be shared with my doctor.’ There was a                
significant effect of data type on participants’ happiness towards sharing with their            
doctor: F(1.33, 74.45) = 12.97, p < .001. There was no significant difference between              
sharing data that was anonymised (M = 1.38) and linked-identifiable (M = 1.48, p =               
0.094); however, there was a significant difference between sharing data that is            
anonymised versus identifiable (M = 1.79, p = 0.001), and a significant difference             
between sharing data that is linked-identifiable versus identifiable (p = 0.004). It is             
important to note that means for happiness to share with doctor, in each different              
risk/threat, stigma and data-type scenario, were the lowest for all outcomes (were all             
below the value of 2.00), denoting that participants, on average, either ‘agreed’ or             
‘strongly agreed’ to share their data with this group.  
 
There were no main effects of risk/threat and stigma, and no interaction effects, all              
Fs < .063 and ps < .214.  
 
‘I would be happy for my data to be shared with academic researchers from a               
university.’ ​There was a significant effect of data type on the sharing of data with               
academic researchers from a university: F(1.32, 74.16) = 35.56, p < .001.            
Participants were happier if the data was anonymised (M = 1.87) rather than             
linked-identifiable (M = 2.15, p < .001) or identifiable (p < .001) and linked-identifiable              
rather than identifiable (M = 2.95, p < .001).  
 
There were no main effects of risk/threat and stigma, and no interaction effects, all              
Fs < .229 and ps < .162.  
 
‘I would be happy for my data to be shared with a state healthcare              
organisation, e.g. NHS.’ There was a significant effect of data type on the sharing              
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of data with a state healthcare organisation: F(1.31, 73.53) = 37.63, p < .001.              
Participants were happier if the data was anonymous (M = 1.66) rather than             
linked-identifiable (M = 1.88, p < .001) or identifiable (p < .001) and linked-identifiable              
rather than identifiable (M = 2.49, p < .001). 
 
There was a significant interaction effect between risk/threat and data type F(2, 112)             
= 3.08, p = 0.05. For the high-risk/threat scenarios, the previous effect of data type               
on happiness to share data was observed: participants were happier to share            
anonymised data (M = 1.61) than linked-identifiable data (M = 1.91, p < .001) or               
identifiable data (M = 2.47, p < 0.001), and happier to share linked-identifiable data              
than identifiable data (p < .001). For the low risk/threat scenarios, the expected             
difference was observed between anonymous data (M = 1.72) and identifiable data            
(M = 2.52, p < .001), and between linked-identifiable data (M = 1.86) and identifiable               
data (p < .001). However, there was no significant difference in happiness to share              
anonymous or linked-identifiable data (p = 0.72). See Figure 2.  
 

 
Figure 2. ​Interaction between stigma and data type on perceived happiness to share             
data with a state healthcare organisation, such as the NHS 
 
There were no effects of stigma or risk/threat and no further interaction effects, all Fs               
> 0.92, all ps > 0.39. 
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‘I would be happy for my data to be shared with a healthcare related              
government organisation, e.g. Public Health England.’ There was a significant          
effect of data type on the sharing of data with a healthcare related government              
organisation: F(1.36, 76.36) = 47.12, p < .001. Participants were happier if the data              
was anonymised (M = 1.79) rather than linked-identifiable (M = 2.06, p < .001) or               
identifiable (p < .001) and linked-identifiable rather than identifiable (M = 2.70, p <              
.001).  

 
There were no main effects of risk/threat and stigma, and no interaction effects, all              
Fs < .029 and ps < .164.  
 
‘I would be happy for my data to be shared with a non-healthcare related              
government organisation.’ ​There was a significant effect of stigma on participants’           
happiness to share data with non-health related government organisations: F(1, 56)           
= 6.65, p = 0.013. Participants were happier to share their data under conditions of               
low stigma (M = 2.92) compared to high stigma (M = 3.07). 
 
There was a significant effect of data type on the sharing of data for this measure:                
F(1.51, 84.47) = 54.49, p < .001. Participants were happier if the data was              
anonymised (M = 2.62) rather than linked-identifiable (M = 2.84, p < 0.003) or              
identifiable (p < .001) and linked-identifiable linked-identifiable rather than identifiable          
(M = 3.52, p < .001). 
 
Finally, there was a marginally significant, three-way interaction between risk/threat,          
stigma and data, F(1.18, 22.66) = 2.91, p = 0.058.  

 
There was no main effect of risk/threat, and no further interaction effects, all Fs <               
.012 and ps < .320.  
 
‘I would be happy for my data to be shared with an independent charity, e.g.               
Cancer Research UK.’ ​There was a significant effect of data type of participants’             
happiness to share with an independent charity, such as Cancer Research: F(1.48,            
81.37) = 47.56. Participants were happier to share anonymised data (M = 2.48)             
versus linked-identifiable (M = 2.75, p = 0.001) or identifiable (M = 3.46, p < .001),                
and linked-identifiable rather than identifiable (p < .001).  
 
There was a significant interaction effect between stigma and data, F(2,110) = 3.19,             
p = 0.045, such that individuals were happier to share data under conditions of low               
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stigma relative to high stigma, but only when the data was identifiable (3.39 vs. 3.55,               
p = 0.012); no difference was observed for either anonymous (2.51 vs 2.46, p = 0.56)                
or linked-identifiable identifiable (2.76 vs 2.76, p = 1.00) data. See Figure 3.  

 
 

 
Figure 3. ​Interaction between stigma and data type on perceived happiness to share             
data with an independent charity 
 
There were no effects of stigma or risk/threat and no further interaction effects, all Fs               
> 0.003, all ps > .271. 
 
‘I would be happy for my data to be shared with a private medical research               
company.’ ​There was a significant effect of stigma on the happiness of sharing with              
private medical companies: F(1.31, 70.91) = 34.67. Participants were happier to           
share data that was associated with low stigma (M = 3.37) than high stigma (M =                
3.52, p = 0.003). 
 
There was a significant effect of data on participants’ happiness to share data with              
private medical research companies: F(1.31, 70.91) = 34.67. Participants were          
happier to share data that was anonymous (M = 3.13) rather than linked-identifiable             
(M = 3.33, p = 0.005) or identifiable (M = 3.88, p < .001), and happier to share                  
linked-identifiable data rather than identifiable (p < .001). It is important to note that              
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this measure had the highest means, inferring that participants were most unhappy            
about sharing with these kinds of organisations. This is discussed further in the next              
section. 

 
There was no effect of risk/threat and no further interaction effects, all Fs > .114, all                
ps > .148. 
 

5.3 Secondary Analyses  

Following the completion of the primary analyses and discussions with the WP 2             
lead, the conduct of further analysis was discussed to provide some insight into the              
impact of data recipient on participants’ happiness to share data. This provided the             
opportunity to further explore the impact of data recipient on willingness as            
discussed in the introduction(e.g., Barrett et al., 2006; Whiddett et al., 2006).  

 
This further supplementary analysis has involved averaging across participants         
responses to items concerning their happiness to share anonymous,         
linked-identifiable and identifiable data with each of the different data recipients           
across each scenario. This resulted in seven scores, one for each data recipient             
(Doctor, University, state healthcare organisation, healthcare related government        
organisation, non-healthcare related government organisation, independent charity,       
private medical research company), which were subjected to a single factor ANOVA            
analysis to examine differences in happiness. As before, all simple effects analyses            
were conducted using Bonferroni corrections; all analysis was conducted using IBM           
SPSS v25. Means and standard deviations (S.D.) are in Table 3 (as before, lower              
scores = greater happiness).  

 
Table 3. ​Means and standard deviations for all aggregate responses 

I would be happy for my data to be shared with the following 
organisations... 

Mea
n 

S.D. 

...My Doctor 1.56 0.72 

...Academic researchers from a University 2.33 0.88 

...A state healthcare organisation, e.g., the NHS 2.02 0.89 

...A healthcare related government organisation, e.g. PHE 2.19 0.89 

A non-healthcare related government organisation 2.99 0.99 

 
Page 25 of 49 



 
Report on Public Perceptions of Personal Identifiable Data 

D 2.4 
Version 2.2 

 
 

Grant Agreement No: 727721 
 

...An independent charity, e.g., Cancer Research UK 2.92 1.01 

...A private medical research company 3.49 1.11 

 
Analysis revealed a significant main effect of data recipient on happiness to share             
data, ​F​(3.548, 198.674) = 71.51, ​p <.001. Follow up contrast analysis revealed that             
participants reported significant differences in their happiness to share data with all            
individual organisations (all ​p​s <.001), except for between universities and          
healthcare related government organisations (​p = .859) and between non-healthcare          
related government organisations and independent charities (​p = 1.00).         
Descriptively, and based on the values reported in Table 3, this means that             
individuals were happiest to share information with these organisations in the           
following order (from most to least happy):  

1. Doctor 
2. State healthcare organisation 
3. Healthcare related government organisation / universities (no       

difference between the two) 
4. Independent charity/ non-healthcare related government organisation      

(no difference between the two) 
5. Private medical research company 

 
6. Discussion  

The present study sought to address the lacunae in research from the patients’             
perspective (Whiddett et al., 2006) by exploring the impact of risk/threat, stigma, and             
data type on patients’ attitudes towards data sharing. Overall, the results from this             
study indicate that although there are variable effects of risk/threat and stigma on             
perceived necessity, urgency and happiness of participants to share information,          
data type emerged as a consistent predictor. Furthermore, there was a recurring            
interaction between stigma and data type on both the perceived ​necessity of data             
sharing​, and ​happiness to share data with an independent charity​; there was in             
interaction between risk/threat and data type when sharing with a state healthcare            
organisation. However, these interaction effects are occasional and inconsistent, so          
cannot be taken to fully support the hypotheses. In the sections that follow, the              
results are discussed in the context of the extant literature outlined in the             
introduction. 
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6.1 Data type  

There was a clear effect of data type on the perceived necessity, urgency and              
happiness of sharing data: participants were least willing to share identifiable           
personal information, more willing to share linked-identifiable data and most willing to            
share when data was fully anonymous. These results reflect the notion that            
individuals do not wish to be identified from their personal data, particularly when it              
takes a more personal nature. 
 
Here, maintaining privacy and confidentiality are specific motives for individuals          
(Whiddett et al., 2006). Whilst pseudonymisation upholds anonymity, the prevailing          
(albeit small) risk of being identified means individuals wish to share this type of data               
less than when it is fully anonymous (Ewerl​ö​f, 2018). Although individuals may            
recognise the functionality of being identified from their health data (e.g., for use in              
screen and treat programmes or within wider medical research), they are worried            
about the accidental exposure of sensitive information or the thought of being            
insidiously surveilled (McGrath, 2004; MRC, 2007; Taylor, 2010; Wellcome Trust,          
2015; Dogan, 2015; Jones & Gagneja, 2016). Furthermore, having control of           
personal information may be prompted by concerns over the consequent misuse of            
personal data; misuse contributes to the experience of mistrust and a reluctance to             
share information at all (Kaufman et al., 2009; van Panhuis et al., 2014; Rubin et al.,                
2018). These sentiments may have been exacerbated by the Cambridge Analytica           
scandal (in early 2018, earlier in the same year as data collection for this survey               
began). The high-profile nature of this scandal, and ongoing criticisms of data            
misuse, may have had a negative impact on questionnaire responses and           
exacerbate opinions of mistrust and an unwillingness to share (Kaufman et al., 2009;             
van Panhuis et al., 2014; Granville, 2018; Landau, 2018). Accordingly, anonymous           
information is most willingly shared and identifiable least; our results provide           
overwhelming support for these existing findings. 

 

6.2 The perception of risk/threat 

To our knowledge, this study is the first to manipulate risk/threat – high versus low –                
when studying the public acceptability of sharing personal information. As mentioned           
in the introduction, the public perceive data-sharing to be particularly important after            
major events wherein this process is deemed as for the ‘greater good’ (Dogan, 2015;              
Rubin et al., 2018). It was therefore unsurprising that there was a main effect of               
risk/threat on attitudes towards data-sharing. Although the experience of heightened          
risk is thought to influence behavioural avoidance (Gigerenzer, 2006), under specific           
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conditions of public health and security emergencies (as presented herein), the           
reverse appears to be true. Further research is therefore needed to further unpick             
the specific conditions under which risk/threat may lead to greater or lesser            
willingness to share data. 
 
For perceived happiness of sharing data with a state healthcare organisation, such            
as the NHS, there was an interaction effect between risk/threat and data type             
(influenced by the main effect of data type). In high-risk/threat scenarios individuals            
were happier to share anonymised data, followed by linked-identifiable, and least           
happy about sharing identifiable data. In low-risk/threat scenarios, differences were          
observed between anonymous and identifiable data, and linked-identifiable and         
identifiable data; however, there was no significant difference between sharing          
anonymous and linked-identifiable data, such that individuals are more willing to           
share these types of data when the associated stigma is low. This finding does not               
support the hypothesis whereby it was thought that the perception of high risk/threat             
would mitigate the associated worries of being identified from personal data. A            
previous study found that individuals are willing to share their data within high risk              
scenarios due to the perceived benefits of being identified from PID after being             
involved in a major incident (Rubin et al., 2018). However, the present findings             
demonstrate that individuals are less happy to share identifiable data. Since the            
manipulation of risk/threat was a more novel element of the present study there is              
little existing literature on the effect of this. Extending research of this kind may              
elucidate the full impact of risk/threat. 
 

6.3 The perception of stigma  

As hypothesised, individuals are less happy to share highly stigmatised information,           
but only under the conditions where data is being shared either a) without consent or               
b) with organisations that are not typical healthcare organisations (i.e., not the NHS             
or personal GP but other non-healthcare government and private healthcare          
providers). These findings highlight that there may be an impact of data-recipient            
particularly when they are not archetypally health-related. In other words, individuals           
are not concerned about whether the data is stigmatised if it is being shared among               
their healthcare providers and with their consent; when it is not, members of the              
public are more likely to be protective of data that is stigmatised (and thus more               
sensitive). 

 
Within this study, there are two seemingly contradictory interactions between stigma           
and data type. First, there is an interaction between stigma and data type for              
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happiness to share data with charities – the effect of stigma is only found for               
identifiable data, being that individuals do not want to share. However, the opposite             
effect is observed for the perceived necessity of data sharing – participants saw data              
sharing as more necessary if the data was anonymised. The former effect makes             
sense in relation to the previous literature. For example, Kaufman and colleagues            
(2009) found that certain types of medical information require extra privacy, whereby            
HIV infection, sexual history and mental illness require the most, because of the             
associated sensitivity. 

 
Perhaps due to the perceived lack of control over such data once shared, individuals              
share more sensitive personal information with increasing reluctance. Indeed,         
ensuring anonymity of personal information, particularly that which may be          
stigmatised, is important for members of the public (Barrett et al., 2006); Willison and              
colleagues (2009) assert that individuals are reluctant to share stigmatised health           
data out of concern that it could be used to discriminate against them. Accordingly, in               
a study of the factors associated with reporting mental health symptoms, when            
completing questionnaires anonymously (compared to when being identified        
responses), military personnel were more likely to report more honestly, indicating           
that barriers to mental health care were it being ‘too embarrassing’ as well as              
associating them with weakness (Fear et al., 2012). 

 
However, this is inconsistent with the second interaction effect. Given that the former             
relates to ​happiness to share data and the latter relates to the ​necessity ​of data               
sharing, it is possible that these effects relate to the precise questions asked. As              
such, individuals may recognise the necessity, or ‘public good’, of sharing data            
(particularly anonymous data, as per existing literature). This is true for stigmatised            
issues relative to a non-stigmatised, but when it comes to actually sharing their own              
data they are equally happy to share both unless it is identifiable. Regardless, further              
work is therefore needed to unpick the precise relationship between stigma and data             
type and its effect on attitudes towards data sharing. 
 

6.4 Highlighting the importance of context and data-recipient  

The previous finding illuminates that there is an impact of who data-recipient is,             
where previous studies have found that there are differences between healthcare           
providers and companies which are private (Whiddett et al., 2006). Initial secondary            
analyses (un-hypothesised) were conducted on the current dataset to examine this           
possibility, revealing that participants are, broadly, happiest to share personal          
information with their doctor and least happy to share with private healthcare            
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providers. This finding is consistent with Whiddett and colleagues (2006), who           
reported that participants express a particular reluctance to share personal          
information if: a) it is identifiable, and; b) the data-recipient is less involved with the               
provision of healthcare. This finding is consistent with other literature, insofar as            
health-related organisations are perceived to be wardens of personal and sensitive           
information (European Commission Research Group, 2003). Indeed, ​i​ndividuals are         
concerned about personal information “falling into the wrong hands” (MRC, 2007, p.            
8).  

 
Further, more complex analysis to examine the relationship between different types           
of data (e.g., identifiable etc) and happiness to share data with these organisations             
(as per Whiddett and colleagues, 2006) was beyond the scope, rationale,           
hypotheses, and design of the current project, and, as such, purpose built research             
projects should be conducted in future to explore this possibility.  
  

7. Limitations and future recommendations 

An important consideration to make is whether respondents had personal experience           
of issues raised in the present study. The personal experience of either an extreme              
event or of mental illness may influence an individual’s happiness towards sharing            
personal information. For example, the stigma associated with mental illness may           
contribute to a reluctance to share, but on the other hand may result in an increased                
willingness, driven by the notion of raising awareness. Alternatively, individuals may           
have not completed the survey based on this and these responses would have been              
discounted altogether. 

 

The self-selective, convenience sample used in this report may mean the sample is             
not wholly representative of the population. As well as having more direct access to              
the study, it is conceivable that having access to the internet means individuals are              
generally more accepting of sharing personal information (Rubin et al., 2018). The            
use of a recruitment company for future work may help to mitigate some of these               
concerns. 

 
Increasing awareness of potential data-uses and the associated vocabulary, may          
bolster willingness to share personal data. Being poorly informed about these factors            
may reduce willingness to share (Willison et al., 2009; Whiddett et al., 2006; Riordan              
et al., 2015). For example, the public may not know exactly what the terms              
‘​data-linking’​, ​‘linked-identifiable’ or ‘​pseudonymised’ refer to. Indeed, Hull and         
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colleagues (2008) identify that the difference between identifiable and anonymised          
information may not be meaningful to patients, and Whiddett et al. (2006) state that              
there may be public confusion as to why and what level of consent occurs. Future               
research may be required to understand the public’s current perceptions of           
anonymisation, consent and how personal information can be integrated and used,           
and if these alter the public acceptability of sharing data. 

 

A series of pilot tests identified alcohol dependency to be particularly stigmatised            
amongst the pu​blic (see Appendix 1) and was integrated into vignettes because it             
elicited this specific response. However, it may be interesting to explore whether            
other but stigmatised conditions would elicit the same response. For example,           
alcohol dependence is less commonly regarded as a mental illness compared to            
depression or schizophrenia; this is due to its perceived ‘controllability’ wherein those            
who experience alcohol dependence are responsible for their illness (Schomerus et           
al., 2010). As such, public attitudes are believed to be illness-specific (Link et al.,              
1999; Angermeyer & Matschinger, 2003). Future research could therefore assess          
the public acceptability and perceptions of sharing data related to a spectrum of             
conditions and illnesses.  

 
8. Conclusion  

These results indicate that data type has a definite impact on the happiness of              
individuals to share their personal information. Individuals are increasingly reluctant          
to share their personal information when it becomes more sensitive, unless they            
have guaranteed anonymity. This corresponds to the existing literature (e.g. Barrett           
et al., 2006; Whiddett et al., 2006). The development and strengthening of the GDPR              
may mitigate many of these problems for individuals, but this needs to be explored              
further. 

 
The main effect of risk/threat on attitudes towards data-sharing, present within the            
study, highlights that the public are happier to share their data after major events              
(Dogan, 2015; Rubin et al., 2018). Additionally, individuals are less happy to share             
highly stigmatised information, in particular when sharing with organisations that are           
not related to traditional forms of delivering healthcare. Where these results were            
inconsistent, more information should be gathered to understand the true impact of            
risk/threat and stigma. For example, stigma had variable effect on both the perceived             
happiness and necessity of sharing personal information, but this outcome could be            
as a result of the particular wording in questionnaires. 
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Whilst personal information exists as an important resource and may be instrumental            
in innovating how healthcare is provided, individuals are reluctant to share their data             
out of fear that it will be erroneously used (Kaufman et al., 2009; Willison et al.,                
2009). Preliminary additional analysis reveals that there are additional differences in           
perceptions dependent upon the data recipient (i.e., healthcare provider vs. private           
company), which should be scrutinised further in future research. 
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10. Appendices  

10.1 Appendix 1 

Pilot testing outcomes. ​To use as justification for choosing alcohol dependence. 
  
Participants & Design 
18 employees at Public Health England each completed an online questionnaire in            
which they were asked to read eight different health and security related scenarios,             
and then subsequently| to rate these for stigma and dread risk.  

 
Responses to each scenario were statistically compared to help identify and           
construct scenarios for the primary survey that related clearly to high and low threat/              
risk, and to high and low stigma.  
 
Materials & Procedure 
All participants read the following eight scenarios, designed to elicit differing levels of             
stigma and dread risk: 
 
Table 1. ​Scenarios presented to pilot participants 

Context Scenario Text 

Depression Depression is the second leading cause of disability 
worldwide and is one of the most common mental health 

disorders in the UK; 10% of the population will experience 
clinical depression at some point in their lives. 

 
Imagine that you have experienced some symptoms 

associated with mild to moderate depression. You visited 
your GP about this and they referred you to a specialist 

support team and you are now recovering well. 

Fire In 2016/17, fire services attended over 30,000 fires at 
domestic dwellings in England alone. 261 fatalities were 
reported, predominantly due to either burns, becoming 

overcome by gas or smoke, or a combination of the two.  
 

Imagine that there has been an accidental fire at your house 
and the Emergency Services have attended. You were not 

badly injured, but you were taken to the hospital to be treated 
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for smoke inhalation. You were discharged on the same day 
and there were no lasting effects. 

Fracture Fractures are a common ailment in the UK, with 
approximately 4% of the population presenting with a broken 

bone every year.  
 

Imagine that you have fallen down the stairs and have 
fractured your ankle. Fortunately, it is a clean fracture and no 
surgery is required. You ankle is in a plaster cast and you are 

well on the way to recovery. 

Chemical incident A chemical incident occurs when there is an uncontrolled 
release of a toxic substance, potentially causing harm to the 

public and/or the environment.  
 

Imagine that you work at a factory that produces potentially 
hazardous chemicals. There has been a fire at the factory 
and you are among several people who have been injured. 
You were not seriously injured, but you did sustain some 

relatively minor burns for which you were taken to the 
hospital. Your burns were cleaned and dressed and are now 

healing well. 

Cancer Cancer is the leading cause of death in Under 75s in the UK.  
 

Imagine that you have been diagnosed with a form of skin 
cancer. Fortunately, it was discovered in the early stages and 
treatment has been successful. You have been told that you 

are now in remission. 

Terrorist Attack Following a major incident during which a person may have 
been exposed to risk of injury/death, or have witnessed the 

injury/death of other people (e.g., a terrorist attack), it is 
normal for them to experience some mental distress. When 
provided with appropriate care and support, the majority of 

people do not go on to experience significant long term 
issues. 
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Imagine that you have witnessed a terrorist attack, during 
which a lone gunman attacks a crowd of people. You have 

not been physically hurt, but you witnessed the injury of 
several other people. As a result of this you experienced 

some symptoms of mental distress and visited your GP as a 
result of this. Your GP referred you to a specialist support 

team and you are now recovering well. 

Airplane Crash Air travel is, statistically, one of the safest ways to travel. The 
odds of an aircraft crashing are around 1 in 1.2 million, whilst 

the odds of dying in such a scenario are around 1 in 11 
million. For context, the odds of dying as a result of a road 

traffic accident are 1 in 5000. 
 
  

Imagine that you were involved in a plane crash. Fortunately, 
very few people were seriously injured and you were not 

physically hurt at all. However, since this has happened you 
have been experiencing regular panic attacks, which you 

have visited your GP about. Your GP referred you to a 
specialist support team and you are recovering well. 

Alcohol 
Dependence 

Alcohol dependence is prevalent in the UK; 1.9% of adults 
are considered to be harmful or mildly dependent drinkers, 

with a further 1.2% meeting the criteria for alcohol 
dependence. When provided with appropriate care and 

support, many people show an improvement.  
 

Imagine that you are concerned about the amount of alcohol 
that you are drinking and the effects that this is having on 
your life. You visited your GP about this and they referred 
you to a specialist support team. You are now recovering 

well. 

 
Following the presentation of each scenario, participants were presented with eight           
statements drawn from previous literature, corresponding to stigma and dread risk,           
and were asked to indicate their degree of agreement with each (1 = strongly agree;               
5 = strongly disagree). All items are presented in Table 2. 
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Table 2. ​Questionnaire items used to represent dread risk and stigma. 

Construct  Items 

Dread Risk This is a risk that harms one person at a time 

Dread Risk This is a risk that could cause harm to a large number of 
people at once (*) 

Dread Risk This is a risk that most people have learned to live with and 
would be able to think about reasonably calmly 

Dread Risk Most people would think about this scenario with great dread 
(*) 

Stigma I would worry about telling people if this happened to me (*) 

Stigma People would be understanding if this happened to me 

Stigma I would be discriminated against if this happened to me (*) 

Stigma I would not be embarrassed if this had happened to me 

 
 
All four items relating to stigma and all four items related to dread risk were averaged                
to create single values for each construct. Prior to aggregation, the items marked             
with an (*) were reverse coded to ensure that positive scores correspond to both              
greater stigma and greater dread risk. on each value were stigma stigma items             
were collapsed  subsequently coded such that higher values.  
 
Results & Conclusions 
Within subjects ANOVA analyses were conducted to compare participants         
responses to: a) stigma, and; b) dread risk questionnaire items. Specifically, pairwise            
comparisons were conducted to examine the difference in levels of stigma and dread             
risk across the scenarios.  

 
Stigma. ​Mean values and standard errors for participants perceived stigma in           
response to each scenario are presented in Table 3. Descriptively, the scenario that             
elicited the highest stigma was the alcohol dependence scenario, while the fracture            
scenario elicited the lowest stigma.  
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Table 3. ​Means and standard errors for perceived stigma in response to each             
scenario. 

Scenario Mean Standard Error 

Depression 3.18 0.17 

Fire 2.03 0.13 

Fracture 1.99 0.14 

Chemical Incident 2.09 0.14 

Cancer 2.29 0.16 

Terrorist Attack 2.25 0.14 

Airplane Crash 2.36 0.19 

Alcohol 
Dependence 

4.09 0.18 

 
Inferential analysis revealed a significant difference in perceived stigma across          
scenarios, ​F​(7, 112) = 35.18, ​p < .001. In order to identify whether any scenarios               
were, statistically (rather than descriptively), indistinguishable in perceived stigma         
when compared to the descriptively high and low stigma condition (i.e., where there             
are descriptive differences in mean values which are not significant), we conducted            
pairwise comparisons between all scenarios and: a) the high stigma scenario           
(alcohol dependence), and; b) the low stigma scenario (fracture). The depression           
(​p < .001), cancer (​p = .035), airplane crash (​p ​= .043) and alcoholism (​p ​< .001) all                  
elicited significantly higher perceived stigma than the low stigma scenario (all other            
p​s > .14). All scenarios elicited lower stigma than the alcohol dependence scenario             
(all ​ps ≤ ​.001). In short, the alcohol dependence scenario was therefore the most              
stigmatised, with the fracture, terrorist attack, fire, and chemical incident scenarios           
as jointly the least stigmatised.  
 
Dread risk. ​Mean values and standard errors for participants perceived dread risk in             
response to each scenario are presented in Table 3. Descriptively, the scenario that             
elicited the highest dread risk was the terrorist attack scenario, while the fracture             
scenario elicited the lowest dread risk.  

 
Table 3. ​Means and standard errors for perceived risk in response to each scenario. 
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Scenario Mean Standard Error 

Depression 3.49 0.18 

Fire 3.66 0.15 

Fracture 2.29 0.17 

Chemical Incident 3.89 0.19 

Cancer 3.44 0.18 

Terrorist Attack 4.07 0.15 

Airplane Crash 3.80 0.18 

Alcohol 
Dependence 

3.32 0.11 

 
Inferential analysis revealed a significant difference in perceived dread risk across           
scenarios, ​F​(7, 112) = 19.00, ​p < .001. In order to identify whether any scenarios               
were, statistically (rather than descriptively), indistinguishable in perceived dread risk          
when compared to the descriptively high and low dread risk condition (i.e., where             
there are descriptive differences in mean values which are not significant), we            
conducted pairwise comparisons between all scenarios and: a) the high dread risk            
scenario (terrorist attack), and; b) the low dread risk scenario (fracture). All            
scenarios elicited greater dread risk than the fracture scenario (​p < .001). In contrast,              
the depression (​p ​= .005), fire (​p ​= .015), fracture (​p < .001) , cancer (​p < .001), and                   
alcohol dependence (​p ​< .001) scenarios elicited less dread risk than the terrorist             
attack scenario (all other ​p​s > .171). In short, the fracture scenario therefore elicited              
the least dread risk, with the terrorist attack, chemical incident, and airplane crash             
eliciting the joint most dread risk. 

 
Conclusions and implications for main study scenarios. ​Ideally, four scenarios          
would have emerged which elicited a combination of high and low dread risk (i.e.,              
one high risk/ low stigma scenario, one low risk/ high stigma scenario etc.). Although              
we did find that the fracture scenario elicited both the least stigma and the least               
dread risk (Low/ Low), there was less clarity for the remaining ideal combinations             
(e.g., the high stigma scenario did not elicit high dread risk). Given this, we opted to                
create composite scenarios combining elements from the highest and lowest dread           
risk/ stigma scenarios for the main study. Given the outcomes of the pilot test, we               
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selected physical health (fracture) vs. mental health (alcohol dependence) as the           
stigma component, and terror attack vs routine healthcare (alcoholism/ fracture) as           
the risk component to vary across scenarios.  

 

10.2 Appendix 2 

Final scenarios used  for main study. 
 
Low Threat Risk/ Low Stigma 
Imagine that you have fallen down the stairs and have fractured your ankle. You 
visited the Doctor and fortunately it is a clean fracture and no surgery is required. 
The Doctor has put your ankle in a plaster cast and you are well on the way to 
recovery. 
 
Sharing information, such as demographic details and information about any 
treatment may provide valuable insights into effective treatment and response, as 
well as potentially informing future policy with regards to treatment and the allocation 
of funding. The following questions relate to this scenario. 
 
Low Threat Risk/ High Stigma 
Imagine that you are concerned about the amount of alcohol that you are drinking 
and the effects that this is having on your life. You visited your Doctor about this and 
they referred you to a specialist support team and you are well on the way to 
recovery. 
 
 
Sharing information, such as demographic details and information about any 
treatment may provide valuable insights into effective treatment, as well as 
potentially informing future policy with regards to treatment and the allocation of 
funding. The following questions relate to this scenario. 
 
High Threat Risk/ Low Stigma 
Imagine that you have witnessed a terrorist attack, during which a lone gunman 
attacks a crowd of people. As a result of the incident, you have fallen and have 
fractured your ankle. You visited the Doctor and fortunately it is a clean fracture and 
no surgery is required. The Doctor has put your ankle is in a plaster cast and you are 
well on the way to recovery. 
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Sharing information, such as demographic details and information about any 
treatment may provide valuable insights into effective treatment, as well as 
potentially informing future policy with regards to treatment and the allocation of 
funding. The following questions relate to this scenario. 
 
High Threat Risk/ High Stigma 
Imagine that you have witnessed a terrorist attack, during which a lone gunman 
attacks a crowd of people. You have not been physically hurt, but you witnessed the 
injury of several other people. Since this, you have been drinking more and are 
concerned about the amount of alcohol that you are drinking and the effects that this 
is having on your life. You visited your doctor about this and they referred you to a 
specialist support team and you are well on the way to recovery. 
 
Sharing information, such as demographic details and information about any 
treatment may provide valuable insights into effective treatment, as well as 
potentially informing future policy with regards to treatment and the allocation of 
funding. The following questions relate to this scenario. 
 

10.3 Appendix 3  

Factor loading tables for outcome measures. 
  
The pattern matrix for some items (Table 1) are not reported since they all load on a                 
single factor. 
Table 1. ​Items that load on single factors 

Risk Stigma Data Level 

High High Anonymised 

High High Linked-identifiable 

High Low Identifiable 

Low High Linked-identifiable 

Low High Identifiable 

Low Low Anonymised 

Low Low Linked-identifiable 
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Low Low Identifiable 

 
 
 
Table 2. ​Pattern matrix for questionnaire items in the high risk and high stigma              
scenario with identifiable data. 

Factor 1 2 

I would be happy for my data to be shared with my            
doctor. 

.928   

I would be happy for my data to be shared with academic            
researchers from a university. 

.619 .427 

I would be happy for my data to be shared with a state             
healthcare organisation, e.g. NHS. 

.932   

I would be happy for my data to be shared with a            
healthcare related government organisation, e.g. Public      
Health England. 

.907   

I would be happy for my data to be shared with a            
non-healthcare related government organisation. 

.513   

I would be happy for my data to be shared with an            
independent charity, e.g. Cancer Research UK. 

  .881 

I would be happy for my data to be shared with a private             
medical research company. 

  .947 

  
 
 
Table 3. ​Pattern matrix for questionnaire items in the high risk and low stigma              
scenario with anonymised data. 

Factor 1 2 

I would be happy for my data to be shared with my            
doctor. 

.977   
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I would be happy for my data to be shared with academic            
researchers from a university. 

.725   

I would be happy for my data to be shared with a state             
healthcare organisation, e.g. NHS. 

.951   

I would be happy for my data to be shared with a            
healthcare related government organisation, e.g. Public      
Health England. 

.872   

I would be happy for my data to be shared with a            
non-healthcare related government organisation. 

  .624 

I would be happy for my data to be shared with an            
independent charity, e.g. Cancer Research UK. 

  .864 

I would be happy for my data to be shared with a private             
medical research company. 

  .910 

  
 
 
Table 4. Pattern matrix for questionnaire items in the high risk and low stigma              
scenario with linked-identifiable data. 

Factor 1 2 

I would be happy for my data to be shared with my            
doctor. 

.925   

I would be happy for my data to be shared with academic            
researchers from a university. 

.838   

I would be happy for my data to be shared with a state             
healthcare organisation, e.g. NHS. 

.961   

I would be happy for my data to be shared with a            
healthcare related government organisation, e.g. Public      
Health England. 

.900   

I would be happy for my data to be shared with a            
non-healthcare related government organisation. 

.598   
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I would be happy for my data to be shared with an            
independent charity, e.g. Cancer Research UK. 

  .828 

I would be happy for my data to be shared with a private             
medical research company. 

  .909 

  
 
 
Table 5. Pattern matrix for questionnaire items in the low risk and high stigma              
scenario with anonymised data. 

Factor 1 2 

I would be happy for my data to be shared with my            
doctor. 

.907   

I would be happy for my data to be shared with academic            
researchers from a university. 

.814   

I would be happy for my data to be shared with a state             
healthcare organisation, e.g. NHS. 

.952   

I would be happy for my data to be shared with a            
healthcare related government organisation, e.g. Public      
Health England. 

.925   

I would be happy for my data to be shared with a            
non-healthcare related government organisation. 

  .649 

I would be happy for my data to be shared with an            
independent charity, e.g. Cancer Research UK. 

  .838 

I would be happy for my data to be shared with a private             
medical research company. 

  .873 
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